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EtherPeek NX ™ Quick Tour

Welcome to EtherPeek NX ™, WildPackets' real-time Expert Analysis tool that combines
EtherPeek's advanced set of troubleshooting and monitoring features with Expert
problem detection heuristics and diagnostic capabilities. The Quick Tour isintended to
help you become familiar with some key program features, including the Expert and
Peer Map views.

EtherPeek NX works by capturing traffic from one or more adapters, providing the tools
tofilter, analyze and interpret traffic patterns, data packet contents, statistics, and protocol
types. EtherPeek NX isan excellent diagnostic tool for determining the source of network
problems asthey occur. EtherPeek NX isthefirst analyzer to allow multiple simultaneous
capture sessions, each using adifferent adapter. Thisability islimited only by the number
of adapters available and the processing power of the local host.

EtherPeek NX provides awealth of features to explore. This Quick Tour beginswith a
brief overview of central program functions, then introduces a selection of key
capabilities, walking you through each feature with step-by-step examples.

Program overview

EtherPeek NX isbuilt around two distinct ways of looking at the network: Monitor
statistics and packet capture. The next sections introduce these two approaches. Monitor
statistics, Capture windows and Packet File windows provide EtherPeek NX with the
foundations for fast, intuitive, and comprehensive network analysisin Ethernet
environments.

Monitor statistics

The Monitor statistics function never saves packets, it only collects data. That datais
always based on all the traffic found on the adapter selected in the Adapter view of the
Monitor Options dialog. There can only be one instance of Monitor statistics at onetime.
From the Monitor menu, Monitor statistics provides the following views of network
treffic:

= Node Statistics

= Protocol Statistics
= Network Statistics
= Size Statistics

= Summary Statistics
m  History Statistics

Capture windows and Packet File windows

Packet captureis done in Capture windows. Packet File windowsS. are used to open saved
packet files. You can save packetsinto a new packet file from either a Capture window or
a Packet File window. You can have multiple Capture windows and/or Packet File
windows open at the same time, up to the limits of your system resources.

A Packet File window has all the statistical and analytical features of a Capture window,
but none of the features required for packet capture. With that exception, everything said
here about Capture windows applies equally to Packet File windows.
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Feature # 1:

All the capture-related properties of a Capture window are defined in the Capture
Options diaog. Each Capture window must be assigned an adapter from which to
capture (in the Adapter view), and amemory allocation called a capture buffer (in the
General view). You can assign each Capture window a different adapter, choose the same
adapter for multiple Capture windows, or any combination of shared and unique, so long
as each Capture window has one valid adapter.

A Capture window or Packet File window provides the same types of statistics found in
Monitor statistics (in the Nodes, Protocols, and Summary views), or provides near
equivalentsin the Graphs view. Thereis one crucia difference, however, between the
statistics in these windows and the ones in Monitor statistics. The statisticsin these
windows are based only on the packets seen in the buffer of the particular Capture
window or Packet File window. In a Packet File window (or in a Capture window, when
capture is stopped), you can, for example, select agroup of packets in the Packets view
and choose Hide Selected Packets from the Edit menu to temporarily alter the apparent
contents of the capture buffer. This forces arecalculation of statistics based on the
remaining packets.

All the functions related to packet decodes—viewing, saving, and searching by the
decoded contents of packets—are unique to Capture windows and Packet File windows.

MONITOR STATISTICS
Real-time statistics monitor traffic patterns

Monitor statistics provide insight into the overall flow of network traffic. They arelike
the view from atraffic helicopter and can indicate bottlenecks and anomalies. Use these
windows to identify trends and current conditions that may signal unexpected network
problems.
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The Monitor statistics functions keep only the aggregate information needed to provide
an updated tally of all the tracked parameters. Data collection for Monitor statisticsis
independent of any Capture windows, and cannot be altered by filters, triggers, or any
other function.

¥t Node Statistics - @@
Hodes: 169 ||| Higrarchical »| @~ - 2. D @ @ E
Mode Percentage Bytes Packets | #
B Cisco:SD:l0: 46 Z8.520% L 147,101 654
S Sun Micro:83:5D:al Z8.866% L 145,556 G615
17.301% -+ 89,233 288
12.113% = 62,478 295
4, 465% -+ 23,028 1z6
IP-192.216.124.64 SR ASE - 11,562 112
3.755% -+ 19,366 104
IP-192.216.124.81 CNCEET - 5,047 a0
3.297% -+ 17,003 96
IP-192.216.124. 200 TR - 9,725 a6
S DEC: 1D:DD:oC Z.132% L 10,997 164
Z.132% 10,997 164
IP-192.216.124.5 S - ! g
—




Selecting an adapter for monitor statistics

Thefirst time you start EtherPeek NX, you will be asked to select an adapter to be used to
collect Monitor statistics. By default, Monitor statistics begin calculation based on the
traffic that is passed to EtherPeek NX from the adapter selected in the Adapter view of
the Monitor Options dialog and continue to accumulate while EtherPeek NX is running.

To begin collecting Monitor statistics:

1.
2.

Note:

5.

Launch the program by choosing WildPackets EtherPeek NX from the Start menu.

Choose any supported Ethernet adapter from thelist displayed in the Adapter view of the
Monitor Options diaog.

EtherPeek NX will use this adapter, placing it in a“promiscuous’ mode in which the
adapter captures all traffic seen by the selected adapter, regardless of its destination
address.

As an dternative, you can choose a File as your adapter. If you choose New File Adapter,
you can open any EtherPeek (*.pkt) packet file, such asthose in the Samples directory in
the main program directory. EtherPeek NX will cycle through the packets in the chosen
file, allowing you to simulate most aspects of “live” functionality.

Under the Monitor menu, make sure the Monitor Statistics item has a check mark beside
it, showing that it is enabled. If it does not, click the item to enableit.

Monitor Options - Local Area Connection E]@
Adapter
Skatistics Oukpuk

Performance e

® Mone

- [a] File

=14 Local machine: MARKTHPL

- Pl ocal Area Connection

Property
Device
Media

Description

Intel{R) 82545EM Based Metwork Connection
Ethernet

Address 00:30:48:70:07: A7
Link Speed 100 Mbits)s
Error Capture Mo

[ OF H Cancel ][ Help ]

EtherPeek NX will begin calculating Monitor statistics based on all the traffic seen on the
selected adapter and will continue to collect Monitor statistics from the selected adapter
until you quit the program or reset statistics.

Monitoring with Summary Statistics

The Summary Statistics feature allowsyou to monitor key network stetisticsin real time
and save these statistics for later comparison. Use this feature to baseline “normal”
network activity, save the data, then compare saved statistics with those observed during
periods of erratic network behavior to help pinpoint the cause of the problem.
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Summary statistics are also extremely valuable in comparing the performance of two
different network segments. For example, afield support engineer could compare the
real-time statistics on aclient's network with asaved “ healthy” router snapshot and easily
diagnose or eliminate the source of inconsistent or poor router performance.

To view Summary Statistics:

1. Choose Summary from the Monitor menu to open the Summary Statistics window.

Snapshot button

Summary Statistics Q@f@

Packets vin i@ @@
Statistic Current Snhapshat 2 Shapshat #

= General
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Total Mutticast 2,744 i Graph...
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2. Click the Snapshot button in the window header. The real-time network traffic data
displayed in the Current column will be copied to anew column identified as* Snapshot
#" (where # isthe sequence number of the snapshot). The new snapshot column will also
show the date and start time at which the snapshot was made.

3. Choose Save Summary Statistics from the File menu (or the context menu) to save the
information to atext file.

4. You can aso periodically save Summary Statistics from Monitor statistics or from the
Summary view of an open Capture window using the CSV Row Report in the Statistics
Output views of (respectively) the Monitor Options or the Capture Options dialogs.
Each time this report is saved, it adds a single row to the output text file. Each row
contains the whole contents of the Current column as comma separated values (csv).

Feature # 2: CAPTURING PACKETS FROM MULTIPLE ADAPTERS
Sampling network traffic in detall
To capture packets in EtherPeek NX, you create a Capture window, set its parameters

(including the adapter to be used by that particular Capture window), and click the Start
Capture button. It's as ssimple as that.




Start capture

To create a new Capture window:

1.
2.

Choose New... from the File menu to open the Capture Options dialog.

In the General view of the Capture Options dialog, set the Capture title (name) of the
new Capture window.

Set the size of its capture buffer or accept the default in Buffer size: ... kilobytes.

Use the Continuous capture section to determine how the buffer will be used during
capture. When Continuous capture is unchecked, capture stops when the buffer becomes
full. When Continuous capture is checked, use the radio buttons to Discard all packets
when wrapping the buffer or Discard oldest packets first (use ring buffer).

Capture Options - Local Area Connection E]@
General
Adapter ) )
Triggers Capture title: | Capture 1 t«— Capture window title
Filters
Statistics Output Continuous capture _
Performance Buffer options T
(%) Discard all packets when wrapping Buf_fer Wrap
(O Discard oldest packets first {use ring buffer) OptlonS
Save ta disk T Continuous
File path: Capture
Ci\Documents and SettingsiAdministrakority Do Sa\./e to disk Options
[ stop saving after megabytes Optlons
Keepmostrecent | 10 (2| files
[lLimit each packet t bples 1«— packet slicing options
Buffer size: | 16384 | kiobytes 1«— capture buffer size
Shiow this dialog when creating a new capture window <— “Show this dlalog .
[ OF ] [ Cancel ] [ Help ]

Choose any supported Ethernet adapter from thelist displayed in the Adapter view of the
Capture Options dialog.

You can set any other optionsin the Triggers, Filters, Statistics Output, and/or
Performance views, either when you first create the Capture window, or later, by
returning to the Capture Options dialog for that window. Make the Capture window the
active (frontmost) window and choose Capture Options... from the Capture menu to
open the Capture Options dialog for an open Capture window.

When you have set the capture options, click OK to open the new Capture window.

Click Start Capture. You will see packets from your selected adapter processed and
displayed in the new Capture window.

Packets view

In separate views, a Capture window provides many ways of looking at the traffic
captured into that window. These views are accessible by clicking the view tabs across
the bottom of the Capture window. For an overview, see “ Capture windows and Packet
File windows’ on page 1.
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The Packets view isthe heart of a Capture window. The view has three optional panes:
Packet List (atable showing all packets, each on asingle line), Decode (showing a
decode of the packet selected in the Packet List) and Hex (raw hex and ASCII contents of
the selected packet). You can display any or al of these panes simultaneously by using
the buttons in the Capture window toolbar.

Start Capture button

Window Title —» BEE TN g@@
: Packets received: 0 || Memory usage: 0%
PrOgreSS SeCtlonI Packets filtered: 1] Filter state:| += |Accept all pa...
= ||EEl|E] o | B | 2 6 & 3t &
Packet  Source Drestination Flags Size n}
There are no tems ta showe in this view.
View section
£ >

View Tabs —— 3
Status bar ——
Capture status

\‘\ Packetsz ."{. Modes ;’\ Frotocals ;’\ Summary ;’\ Graphs ;’\ Log ;’\ Expert ;’\ Peer Map ;’\ Filters l.-'r
Idle Local Area Connection | Packets: 0 Duration: 0:00:00

Current Adapter ~ Packets Duration

The statistics and information displayed in other views is based on the packetsin the
Packets view. Similarly, Select operations performed in other views actually take effect
in the Packets view. The Select features, in combination with the Hide Selected
Packets, Hide Unselected Packets, and Unhide All Packets commands from the Edit
menu, are powerful tools for sophisticated analysis.

Properties
Delete Note
Edit Note
oy |FEE e B SO BRE @Em &
Decode Previous /(/( \ Resolve Names
Decode Next Insert Into Name Table
Show Packet List Make Filter
Show Decode View Zoom Pane

Show Hex View Toggle Orientation

The default Packet List shows data for each packet in the following columns; Packet
(showing the sequential number assigned at capture, plusaNoteicon if you have made a
note on the packet), Source address, Destination address, a Flags column (showing
packets flagged as errors, trigger packets, and so forth), packet Size (Iength in bytes),
packet Protocol, the Relative Time of packet capture (relative to EtherPeek NX program
start), aSummary column showing additional information provided about the packet by
any enabled Analysis Modules, and an Expert column, logging information provided by
the Expert Analysis features.

Many other columns are also available. To add to or change the mix of columns, click in
the column headings to open the Packet List Options dialog. To change column order,
use drag and drop.




=i Capture 1

Packets received: 55 || Memory usage: 0% || Ston Cant
Packets filtered: a8 Filter state:| += |Accept all pa... Op LapiLre

Pane View Options | = = |E=| [ B S F & W @& @ 4
Column Headings R Packet Source Destination Flags Size *~
2 Supermicro:70:07:47 Ethernet Broadcast 64 [
3 H Supermicro :
thIS packet 5 . .1.100 IP-216.254.0.193 [
6 IP-207.172.4.95 ( IP-192.168.1.100 [
has a note 7 IP-192.168.1.100  IP-207.172.4.95 i
§ IP-207.172.4.95 | IP-192.168.1.100 (
9 IP-192.165.1.100 . IP-207.172.4.95 (
10 IP-216.254.0.193  IF-192.168.1.100 ! [
< >
\Packets ;{‘Nodes }\Protocols }\Summary }\Graphs ;’\Log ;’\Expert }\Peer Map ;’\Filters l.-'r
Capturing B8} Local Area Connection | Packsts: 58 Duration: 0:01:55

Feature # 3: SETTING FILTERS IN CAPTURE WINDOWS
Pinpointing traffic of interest

Filterslet you focus on specific traffic. If you want to check a problem between two
particular devices, perhaps a computer and a printer, address filters can capture just the
traffic between these two devices. If you are having a problem with a particular function
on your network, aprotocol filter can help you homein on traffic related to that particular
function.

Filterswork by testing packets against the criteria specified in the filter. Packets whose
contents or other attributes meet these criteriaare said to “match” thefilter. Filters are
discrete individual toolsthat can be saved, imported, exported, edited, and used in
combination with one another. You can build filters to test for just about anything found
in a packet: addresses, protocols, sub-protocols, ports, error conditions, and more.

Filters are so easy to create in EtherPeek NX that you can often create a custom filter on-
the-fly while analyzing suspect traffic on your network and use that filter to narrow your
search in real time.

Define and set a filter based on address and protocol

An address filter matches traffic between specific network devices, or traffic between one
specific device and all others. Protocoal filterslet you focus on particular types of traffic or
network functions. In this example, we define asimplefilter that matches all thetrafficin
aparticular protocol (Kerberos) travelling to or from one interface (physical address) of a
server.

To create anew simplefilter defining an address and protocol:

1. OpentheFilters view of a Capture window, or choose View > Filters from the main
menu to open the Filters window.

2. Click the Insert button to open the Edit Filter dialog in its default Simple filter view.

Note: The Type drop-down list at the upper right of the Edit Fllter dialog allows you to choose
between Simple and Advanced views. The Advanced view provides additional filter
parameters and the ability to nest multiple testsin a single named filter using logical
AND, OR and NOT. For this example, the Simple view does everything we need to do.
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10.

11.
12.
13.

14.

Note:

15.

16.

PIx
Lolor: - | Twpe: | Simple w

Edit Filter,
Filter: | Untitled

Comment:

Address filker
Address 1

Tupe:

Address 2

Physical W
00 00: 00: 00 00:00 W ﬂ WEICal o J
(%) Ary address
Protocal filter :::ress é:o f
ress 2 ta
Both dvections
Fart filker
Fart 1 Tvpe: .
TEP-UDP w
’ v| | @ N

=
Both directions © Ay port

[ ok

H Cancel ][ Help ]

Enter anamein the Filter field. Thiswill appear in al filter lists.
Click in the Color control to choose a color for thefilter, or accept the default (black).

Optionally, enter acomment in the Comment field. You can sort filter lists by the Filter or
the Comment column.

Check Address filter to enable the address section of the filter.

Choose Physical from the address Type drop-down list to define the type of addresses to
be entered. (Your other choices are: IP, IPv6, AppleTalk, DECnet, or IPX.)

In Address 1, enter the physical address (MAC address) of the server NIC. Physical
addresses are entered in pairs of hexadecimal characters (0-9, a-f) separated by colon
characters. If this addressis already entered in the Name Table, you can click the button
to theright of the field and choose the entry from there.

Under Address 2, click the radio button labelled Any address.

Click the button in the center of the Address filter section and choose Both directions from
the drop-down list.

Check Protocol filter to enable the definition of that aspect of the filter.
Click the Protocol... button to open the Protocol Filter dialog.

Choose ProtoSpecs from the drop-down list at the top to choose that method of defining
your protocol.

Navigate the nested hierarchy of protocolsto select Kerberos (Ethernet Type 2 > IP >
TCP > Kerberos), then click OK to accept your selection and close the Protocol Filter
diaog, returning to the Edit Filter dialog.

Most |P stacks are implemented as Ethernet Type 2. If your network uses versions of |P
implemented under 802.3 instead, choose IEEE 802.3 > SNAP > IP > TCP > Kerberos.

Click OK to accept your changes and close the Edit Filter dialog. The new filter will
appear in al filter lists.

To activate the new filter in your Capture window, open its Filters view, and check the
checkbox beside the new filter’s name. To capture only traffic matching thefilter -- inthis
case, Kerberos traffic moving to or from the physical address or your server, click the
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Accept Matching button in the Filters view. The filter takes effect immediately, even if
capture is aready under way.

To match all the traffic on any of the interfaces of amulti-homed server, you could create
a separate simple filter matching each interface. When capturing from a segment that
could have traffic to or from any of these interfaces, enable thesefilters and click Accept
Matching. A packet matching any of the enabled filtersis considered a match, and
accepted into the capture buffer.

Accept Matching

Reject Matching Disable All

Patkete received: 222973 || Menggry usage: | 51% | NN Ston Canh
ackPts filtered: 221,271 ilter state:| +* |Accept only packets matching at least one of ... 0P Lapire

(e[ & f s X | B- @ T

Filter Comment b

= Capture 2

[ AppleTalk AppleTalk packets

|:| AppleTalk Broadoast Packets to the AppleTalk broadoast address
|:| Broadcast Physical layer broadoasts
[] DECret | DECret packets
DHCP | DHCP packets
[ oS | DNS packets
[ Errar !
I lata or contral packets
|:| HTTFP HTTF packets (web) |
[]1cMP | ICMP packets [
\ FPackets ;’\ Modes ;’\ Frotocals ;’\ Summary ;’\ Graphs ;’\ Log ;’\ Expert ;’\ Peer Map ;’\ Filkers l.-'r
Capturing @ File Adapter:C:\Program Files\wildPackets\samplesi100k.pkk | Packets: 74,001 Duration: 0:51:25

Make Filter

An easy way to create anew filter isto use the Make Filter command, available asthe
Make Filter button in many windows, or from the context menu (right-click) where
applicable. The Make Filter command creates afilter based on the selected packet or
statistics item. Make Filter can also be used in the Name Table to create afilter based on
the selected named node, protocol, or port. It can also be used in the Packet Decode
window (or the decode panes of the Packets view of a Capture window or Packet File
window) to create afilter based on the selected data item.

When you use the Make Filter command, an unnamed filter is created matching the
parameters of the selected packet, node, protocol, conversation, or packet decode item.
An Edit Filter dialog will open with the parametersfor your selection aready loaded. Use
this dialog to make any additional changes, and save the filter under a new name.

If multiple items are selected, the Make Filter command will attempt to create afilter for
each one.

VIEWING DECODED PACKETS
Network traffic, decoded in detail

Some network problems are revealed more quickly by looking at the detailed information
contained inindividual packets. Protocol decoders and the Packet Decode window allow
you to open packets and look inside, pinpoint sources of problems, track down faulty
hardware, and learn about and examine protocol structure and compliance.
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Packet decode window

A Packet Decode window (or the decode pane of the Packets view) presentsthe detailed
structure and contents of a single packet. EtherPeek NX can decode thousands of
protocols and sub-protocols, and can display the individual elements of Ethernet packets,
along with their meanings, expressed in plain English. This example demonstrates some
of the features of packet decodes.

To view the decode of a packet:

1.

Open the Decode and Hex panes of the Packets view of a Capture window or Packet File
window. Alternatively, you can double-click on any packet in the Packets view to open it
in a separate Packet Decode window.

Notice theitemsin green at the top of the Decode view. This section includes
information on the Flags, Status, Packet Length, and Timestamp of the packet. If packet
dicing was in effect when this packet was captured, the Slice Length will also be shown
here.

Notice the body of the Decode view. The information islaid out in the same order asit
appears in the packet itself. Each protocol is nested or framed within the higher level
protocols. Each line shows the ASCI| representation of the packet data for a particular
field within the packet and the interpretation of that data, based on the protocol. A quick
glance at this section often reveal s the source of trouble. Problems like a misconfigured
client, or incompatible versions of the same protocol from different vendors can be easily
understood when you can see and compare the packets themsel ves.

Noticethe Hex view at the bottom of the packet decode window. This view showsthe raw
hex contents of the packet on the left, with the offset of the first character in each line
()optionally) shown at the far left. In alignment with this, line for line, the ASCII version
of the raw packet data is shown on the right.

B Capture 2 - Packet #13 E@@ W|ndOW
Window navigation g [« = =) | 2 = @ G header
Decoder options®e | racket E S RE R
. = [ A
Information added @ Tlags: ox00
@ status: 0x20 Sliced
by Etherpeek NX @ Packer Length: 112 Slice Lenguh: 100
@ Timestaup: 10:20:44.078125000 0843172003
=Y Ethernet Header
&) Destination: 08:00:2B:1D:DD:5C  DEC: ID:DD: 9C
B Source: 00:00:0C:5D:10:46 Cisco:SD: 210046 Decode
@ Protocol Type: 0z0800  IF view
=Y IP Header - Internet Protocol Datagram
@ Version: 4
@ Header Length: 5 (20 bytes)
= 3" Differentiated Services:%00000000
@ 0000 00.. Default
@ ieu. ..x. Reserved
cei. ...x Reserved
@ Total Length: 94 ~
< >
00o0: |08 00 ZB 1D DD SC 00 00 OC SD 10 46 08 00 45 00 | .+ ... _.].F. E.
001&: |00 SE SE 16 40 00 FA Os CB A3 04 00 15 0Z CO D8 | "~
002Z:|7C 0& A8 3D 00 77 77 87 34 2D 41 DZ Az 79 &0 18 l..= L H
0048: |23 98 Cs FE 00 00 &% €8 &1 76 &5 Z0 3C 31 39 39  # . il CIRI ex
00e4: 3% 30 31 32 38 31 34 31 38 31 21 ZE 30 31 21 31 | 30128141811 0111 VieW
0020: |38 ZE 30 30 20 30 30 31 38 37 40 6E &7 ZD &3 £4 | 8.00000187Eng-cd
009&: |21 ZE &1 &F 1l.ao0
Offsets Hexadecimal ASCII
Figure 4.1 Parts of a Packet Decode window

When you highlight an item in one part of the window, the same bytes of the packet are
highlighted in al the other views or panes as well. The highlight matches in the Decode,
Hex, and ASCII panes.

Click the Decode Previous or Decode Next buttons at the top of the window to step
through the packets shown in the Packet List of the active Capture window or Packet File
window.
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EXPERT VIEW AND EXPERT EVENTFINDER
Expert analysis of peer-to-peer communications

The Expert view provides expert analysis of delay, throughput and a wide variety of
network events and potential problemsin a conversation-centered view of trafficin a
Capture window or Packet File window.

The Expert EventFinder not only helpsidentify key events, but it also helps you
understand the meaning, the typical causes, and the typical solutions to the problems it
uncovers. Detailed information is only a click away.

Using the Expert view

To see the Expert view in action:

1
2.
3.

10.

11.

Open a new Capture window and capture a sample of packets.
Click the Expert tab to open the Expert view.

Watch the Events column for a conversation with some number of events. Alternatively,
you can watch the LED lights at the far Ieft of the Conversations pane. The colors of the
LEDs indicate the presence and severity of events within a particular conversation.

Stop capture when you have a sample containing identified events.

Scrall in the Conversations pane (the upper pane) of the Expert view and select a
conversation or flow with one or more events.

Expand the view of that flow by clicking on the + (plus) sign at the left margin.

Expand the descriptions of the individual events encountered, by clicking on the + (plus)
sign at the left margin.

it Capture 1 e @g|
Packets received: 242,192 || Memory usage: | 65% |
o Stop Capture
Packets fitered: 242,192 Filter state:| +— | Accept al packets
[ [ 1754] | [ o]
Using MyExpertPrafil
I —o | ‘ B W B wersmmeoriesn
Netlode 1(Client)  |HetHode2 |Flows | Events| Packets Bytes| Duration| AvgDelay| TCP Status ~
e 19221612482 2241038 1 3 728
=SB 20698173 1922161241 13 0 128 11528 14583 ms
+ R TCPicacms . E 17 1627 D00Z18857 114583 ms Closed
= @ TCPiauthe-» 1 2 126 000000083 114583 ms Closed
- S UoPdomsins. . 3 12 588 0051:36859 114563 ms
Ay DNS Serv &
+ SR TCPisizers.. 3 13 1697 000Z15000 114583 ms Closed b
Evert Summary Event Log | Node Details
| Entries:| 500001 12,078| | @ not27a @473 0010926 A 38001873 Ol
DateTime Layer Event Source  Destination | SourcePort| DestPort| Packi A
@ 5312003 16:10:55  Transport | TCP Slow ACK (8.1 secs from pkt 1433) 208.145.6... 192.216.124.49 nevitace ftp-data 180
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Select an individual event.

Right-click on the event and choose EventFinder Setting from the context menu to open
the Expert EventFinder Settings dialog with this particular class of event highlighted.

Notice that the Expert EventFinder Settings dialog tellsyou not only what sensitivity or
setting value was used to flag this event as significant, but it also provides a more
complete Description of the event and identifies Possible Causes and Possible Remedies.

Close the Expert EventFinder Settings dialog, but do not close the Expert view.

11
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The Expert view makes it easy to get to the source of trouble. When the Expert view
identifies an event as significant, you have a variety of ways to get to the packets
involved. You can select all the packetsin a conversation or an individual packet or group
of packets with a particular event. Where a diagnosisis based on a change or an
unexpected response, you can select the pair of packets that allowed the diagnosis.

To review all the packets in a conversation diagnosed with one or more events:

1.

In the Conversations pane (the upper pane) of the Expert view, select a conversation with
one or more events.

Click the Express Select button in the Expert view header section.
In the Selection Results dialog which appears, choose Hide Unselected, and click OK.

In the resulting Packets view, scroll to the Expert column. Notice that individual packets
have entries here, provided by the Expert Analysis function.

You can scroll through the Expert column entries to choose a packet to open (by double-
clicking on its entry in the Packets view), or

To see the pair(s) of packets associated with a problem diagnosis:

1.

In the supplemental information panes area at the bottom of the Expert view, click the
Event Log tab to open the Event Log.

Click in the header of the Event column to sort by that column. You can sort the Event
Log by any of its columns. The Event column of the Event Log shows the same
information as is provided in the Expert column of the Packets view.

Each log entry isasingle packet. Select one or more log entries containing a reference to
asecond packet, such as (see packet 503). Eventsrelated to transmission retries, response
times, rate changes, and so forth may reference a second packet.

Right-click on the entry or entries and choose Select Related Packets > Selected
Entries + “See” or “From Pkt” from the context menu.

From the Selection Results dialog which appears, you have a number of options for
displaying decodes of the packets selected.

Expert EventFinder

The Expert EventFinder scans traffic in a Capture window or Packet File window,
looking for key events. The EventFinder's 91 separate events cover anomalies, sub-
optimal performance and other significant events at all layers of the network from
application to physical. The Expert monitors Client/Server delay and throughput as well.

You can enable and disable each test individually. In addition, many of the events have
user-defined settings and thresholds, allowing you to fine-tune the Expert system to
precisely fit your needs. You can save and rel oad Expert EventFinder settings for usein
particular environments.

In addition, the Expert EventFinder Settings window shows the Description, Possible
Causes, and Possible Remedies for each event it can diagnose.




Feature # 6:

Restore All Defaults

Restore Default

Invert Selections
Disable All
Enable All

Load Expert Settings
Save Expert Settings
Lock-in “MyExpertProfile.exp” for New Captures

troert Eventtiniler Se itings (using MyExpertProfile.exp)

Ei‘] @P% an% 88 enabled out of 91

Setting

Event Severity |Enab|e | -~ e
# Client/Server 150 4] miliseconds
= Application

DHCP Lowy Lease Time Informational v

DHCP Reguest Rejected Major v

DS Slowy Rfesponse Tlr’!18 Minar . v Threshold Assistant

DS Mon-Existent Domain Informational

DMS Server Error hdajar v i

FTP Slow Respanse Time = I Dial-up--Internet--LAN--Fast LARN

HTTP Client Errar Informational v

HTTP Request Mot Found Informational

HTTP Server Error Major v v

FTP Slow Response Time

The average response time from the server is equal to or higher than the threshold.

Busy server, network segments with low bandwidth, high round-trip delay due to distance or highly
latent networks such as frame relay.

Optimize application usage on the server or upgrade server platform, upgrade low bandwidth
segments between the client and server, consider point-to-poirt or cell relay for Waks.

Mote: Settings that are saved take effect next time you hide
packets, read a file, or immediately if you are capturing. 0K ] [ Cancel

PEER MAP
Visualizing traffic patterns

The Peer Map view is apowerful tool for visualizing network traffic in a Packet File
window or Capture window. The Peer Map uses line weight and line color to show the
volume and protocol of traffic between nodes. The nodes themselves can be color-coded
for protocol and size-coded for traffic volume and can show icons for node type, based on
Name Table entries.

The Peer Map displays only the packets visible in the Packets view. Hiding and unhiding
packets in the Packets view can be used to alter the Peer Map. In addition, the Peer Map
view contains its own tools to control the display of nodes and types of network traffic.
Thislets you quickly create a picture of al the traffic in a particular protocol, for
example, or al the nodes sending or receiving multicast traffic.

The Peer Map displays the nodes around an elongated ellipse. Communications are
shown by aline connecting each two peers. The color of the line denotes the protocal, its
thickness the volume of traffic. When you drag nodes to new positions, the lines rubber-
band.
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To use the Peer Map:
1. Open a Capture window and begin capturing traffic.
2. Click the Peer Map tab to open the Peer Map view.

3. Inthe Display Options section at the right of the Peer Map view, choose IP Map from the
Map Type drop-down list.

4. Noticethat only nodes using the IP protocol are displayed.

5. Changethe Traffic Type setting, using the drop-down list, from the default All to Unicast or
Multicast. Notice how the Peer Map changesto display only the nodes sending or
receiving these types of traffic.

6. Restore the Traffic Type setting to All.

7. Goto the Protocols section and deselect some of the protocols shown there. Notice that
the lines indicating traffic between nodes in the Peer Map disappear as their protocol is
disabled (unchecked) in the Protocols settings pane.

Feature # 7: PERFORMANCE VIEWS
Streamline monitor and capture

It'simportant to balance the need to perform real-time monitoring with post capture
analysis. The Performance view of the Monitor Options or Capture Options dialog
allows you to specify the processing required for the task at hand by selectively enabling
or disabling individual program functions. At the bottom of the Performance view isa
spectral band labeled Faster at the left and Slower at the right. Asyou enable and disable
program functions, an indicator moves along this band to give you arough estimate of the
relative impact of various combinations of features on the performance of Monitor
statistics or the particular Capture window.




To change the performance settings:

1. Openthe Performance view of the Monitor Options or Capture Options dialog. By
default, all items are enabled.

Capture Options - Local Area Connection

General
Adapter
Triggers Enabled | Mame
Filters Capture to disk
Skatistics Cukpuk Mode Statistics
Performance

Protocal Statistics
History and Graphs
Summary Statistics
Tl
Size Statistics
Metwork Statistics

HEEEE

(<]

ctail Statistics

HEEEEE

Error Statistics
Expert Analysis
Peer Map
Faster Slower
[ OF ] [ Cancel ] [ Help ]

2. Uncheck the check box beside Size Statistics. Disabling this function has little impact on
performance, and the indicator will barely move to the | eft.

3. Uncheck the check boxes beside the Expert and Peer Map functions. Disabling these
functions substantially increases performance, and the indicator will move over half of
the way to the lft.

The fewer functions enabled, the faster the performance; the more functions, the slower.

Feature#8:  ALARMS
Monitoring for multiple possible problems simultaneously

Alarms query a specified Monitor statistics function approximately once per second,
testing for user-defined alarm and alarm resol ution conditions. On matching any of these
tests, the alarm function sends a notification of a user-specified severity.

You can create an alarm for any individual statisticsitem in the Node, Protocol, or
Summary Statistics windows. You can al so create an alarm from any open statistics
Graph window that is based on Monitor statistics. To create a new alarm, highlight the
statisticsitem and click the Make Alarm button, or right-click and choose Make Alarm...
from the context menu. In the Make Alarm dialog, you can set the parameters defining
two levels of alarm (Suspect Condition and Problem Condition) and define the Resolve
Condition that signals areturn to normal.

To review theinstalled Alarms:
1. Choose Alarms from the View menu to open the Alarms window.
2. Notice that any enabled aarm has a checkmark in the Enabled column.

3. Noticethat any alarm which has been tripped is shown in red.
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Feature # 9:

4. Toedit any alarm, highlight it and click the Edit button at the left of the Alarms window

to open the Edit Alarm dialog for that alarm.

Predefined alarms

EtherPeek NX includes two sets of ready-made alarms for your convenience, located in
the Alarms directory where you installed EtherPeek NX. The set of alarmsloaded on
installation is stored in afile called Default Alarms.alm. A second, larger set of alarmsis
included in afile called Additional Alarms.am. The default set of alarms coversthe most
frequently encountered network problem conditions. The additional alarms generally
include normal network conditions which you may want to monitor for particular
purposes. You can load these or any other saved set of alarms using the Import button in
the Alarms window.

Export Enable All

Disable All

Delete

Duplicate Disabled alarms

grayed out
'8} A lartis
& @@ X

Enabled

B-& %h @
Susgpect Condition

| = 50000000 for 5 seconds = 73000000 for 3Aeconds

0ls :=- = for 1 56 onds

Problem Condition Mame ~
 Currert Utiiization (bits/s) |

| DECret Add e

Triggered conditions
shown in red

Notifications sent

!!!!!!!!Eﬂﬂ/é

=1 1 zeconds
=1/ forhgeconds

=5 for 1 seconds
=1 for 1 seconds
=1 for 1 seconds
=1 for 1 seconds

=1 for 1 seconds

for 1 seconds =5 for 1 seconds
=1 for Qncls =3 for 1 seconds
=1 for 1 seconds =10 for 1 seconds
1 for 1 seconds for 1 zeconds

=20 for 1 seconds
= 5fz for 1 seconds
=10 for 1 seconds
=10 for 1 seconds
=10 for 1 seconds
=10 for 1 seconds
=50 for 1 seconds

FTP Failed Transfers
Gin Attacks

ICKWP Scdcr Mask Reg
IChiP Dest Unreach
ICMWP Frag Meeded
IChP Host Redirect
ICMP et Redirect
IChP Met Unreach
IChP Port Unreach
IChP Source Guench
IChP Time Exceeded

OUTPUT FROM STATISTICS
Building a history of your network's performance

You can periodically save statistics from open Capture windows or open Monitor
statistics windows to any of avariety of Statistics Report formats. Each report format
includes a particular selection of statistics, and saves datain XML HTML *.csv (comma
separated values text in ASCII encoding), or *.txt (tab-delimited text in UTF-8 encoding)
file formats. Alternatively you can choose the CSV Row Report to append each new
output from Summary Statistics to the same set of *.csv files.




Monitor Options - Local Area Connection E]@

Adapter

Skatistics Oubpuk

Performance Save statistics report every | 1 % | |Hours hd
_g Report bype:
AML Report .
| Reepart Folder:

Ci\Documents and SettingsiMarkiMy Documentsi\Reports E]

|:| Reset statistics after oubput
Align save to kime interyval

Create new file set Set Schedule

Every 6 hours, Aligned, Output and Reset, Keep Most Recel

Report description:

The %ML report contains Mode, Prokocol, and Summary
skatistics, It is functionally equivalent to the HTML report, but is
fFaster For EtherPesk MX o process, Mote that XML reports
require Internet Explorer 5.0 or higher to function properly. Ta
wiews the report, open the file "Report.htm®,

Log oukput

[ OF H Cancel ][ Help

To periodically output current statistics:

1.

Open the Statistics Output view of the dialog appropriate to the source of the statistics
you wish to output; Monitor Options (for Monitor statistics) or Capture Options (for a
particular Capture window). The Statistics Output views are identical, and only the
source of statisticsis different.

Check the checkbox in the upper |€eft to enable saving statistics. Use the combo boxes at
right to set the frequency with which you want to update the statistics files. With the
exceptions noted below, each new report is written over the previous report, replacing it.

Choose the type of statistics to be output and the file format to be used from the Report
type drop-down list. A description of the selected report type is shown in the lower part of
the Statistics Output view.

In Report folder, enter the location to which these periodic reports should be saved, You
can click the ... ellipsis button to navigate to the location.

Check Reset statistics after output to return statistics counts to zero after each report is
written. This allows you to create a series of reports, always starting at zero.

Check Align save to time interval to synchronize the output of reportsto the nearest whole
unit of time. For example, if your interval is set to some number of Hours, output will
occur on the hour when this option is checked.

Check Create new file set to create a series of statistics output reports, rather than asingle
report which is overwritten (or, in the case of the CSV Row Report only, appended to).
When thisitem is checked, reports are written to new file folders, created at an interval
you specify in the New File Set Schedule diaog, available by clicking the Set Schedule
button.

Check Log output to send a notice sent to the log file when a statistics report is updated.

Click OK to enable your choices.
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There's more!

There are many more features to explore with EtherPeek NX, but not enough space here
to document them all. We suggest you look at these additional features:

Name Table and name resolver options

The Name Table lets you assign your own symbolic names to addresses, ports and
protocols. It is easy to create and update Name Table entries in EtherPeek NX. You can
also save and restore (export and import) the contents of the Name Table. Thisallows you
to keep separate Name Tables for different network segments or office locations.

Providing namesin place of logical or physical addresses makes the task of identifying
packets of interest much simpler.

EtherPeek NX can scan all traffic, searching for logical and symbolic namesin the
contents of passing packets. You can control how and whether EtherPeek NX adds these
passively discovered names to the Name Table, and tell it how to automatically age these
entries, deleting those that remain unused after a certain time.

Analysis Modules

Analysis Modules are external modules that provide expert analysis features to the
program. An Analysis Module tests network traffic and provides detailed summaries and
counts of key parameters of one specific type of traffic, posting its resultsin the
Summary Statistics window and/or in the Summary column of the Packets view of
Capture windows and Packet File windows.

The Analysis Modules shipped with EtherPeek NX cover awide range of the most
common protocols and network applications. You can enable and disable Analysis
Modules individually. In addition, many Analysis Modules have user-configurable
options, which can be used to further refine the data you collect about your network.

Triggers

Automate the start and stop of capture using triggers. Any filter can be specified asa
trigger criterion. You can also set atrigger to start or stop packet capture based on time
and date settings, so you can focus captures with pinpoint accuracy. Look for trigger
optionsin the Triggers view of the Capture Options dialog.

ProtoSpecs™ and protocol definitions

WildPackets ProtoSpecs technology offers avery fine level of protocol layer detail by
identifying the top-level “parent” protocol and breaking-out each subprotocol layer in a
hierarchical view. Look for ProtoSpecs in EtherPeek NX's Capture windows, Filters and
Protocol Statistics windows. Display protocol information based on atotal of the
subprotocols under the parent protocol, or by each subprotocol broken-out by individual
layers.

EtherPeek NX provides a definition of what a protocol abbreviation stands for and a
concise description of how a protocol is used. This on-line help mechanism will assist
you in determining the purpose of previously unseen packets on the network as well as
help to increase your knowledge of LAN/WAN protocols. To view the definition for any
particular protocol or subprotocol from any packet list view or Protocol Statistics
window, click on your selection and then choose the Protocol Info command from the
context menu.




Selecting, hiding and unhiding packets

The statistical, Expert, and Peer Map views of Capture windows and Packet File
windows are recalculated and redrawn each time there is a change in the visible packets
in the Packets view. By selecting, hiding and unhiding packets, a user can perform
sophisticated analysis on captured traffic quickly and easily.

The Select... command from the Edit menu brings up the Select dialog that allows you
to apply existing filters to captured packets, to select based on string content or packet
length, or to select based on Analysis Modules. You can select either all packets matching
your criteria or all those not matching.

Demonstration version of EtherPeek NX

The demonstration version of EtherPeek NX differs from the full-featured version in the

following ways:

o Each Capture window is limited to 30 seconds of capture and no more than 250
packets.

e Only 5 Capture windows can be opened per launch.

o Only thefirst 250 packets of a saved file will be loaded into Packet File windows.
o Monitor statistics are captured for only 5 minutes.

e Printing and Saving are disabled.

o Does not open packet files created by other products.
e Sendislimited to 100 packets.

System Requirements

The recommended configurations for systems running EtherPeek NX
are:

e 1.7 GHz processor (600 MHz minimum)

e 512 MB RAM or higher (256 MB minimum)

o Windows XP or Windows 2000

o Microsoft Internet Explorer 5.5 or later required

Please see the Readme file for additional information about any special requirements for
particular operating systems. Please see the installation instructions shipped with your
hardware and software for additional information regarding network drivers, program file
locations and uninstall instructions.

Additional product information

Please check our web site at www.wildpackets.com for product demos, literature,
technical references, FAQs, system requirements and more.

AiroPeek NX™ - Expert 802.11 Wireless LAN network analyzer
AiroPeek™ - 802.11 Wireless LAN protocol analyzer

EtherPeek NX™ - Expert 10/100/1000 Ethernet network analyzer
EtherPeek™ - 10/100/1000 Ethernet protocol analyzer
EtherPeek™ for Macintosh - Ethernet packet analyzer



http://www.wildpackets.com/
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GigaPeek NX™ - Expert Gigabit Ethernet network analyzer

iNetTools™ - Menu-driven testing tools for Internet and | P-based networks
NetDoppler™ - Performance and application analysis tool

NetSense™ - Post-capture expert network analyzer

PacketGrabber™ - Remote packet capture application

PacketScrubber™ - Selective trace file data removal tool

ProConvert™ - Packet trace conversion tool

RFGrabber™ - Distributed WLAN analysis probe for AiroPeek NX
RMONGrabber™ - RMON capture module for EtherPeek NX

EtherPeek NX Product Maintenance

EtherPeek NX is available with two levels of maintenance. Standard Maintenance is
available for twelve or twenty-four months and can be purchased with your product on
our Web site. Premium Maintenanceis available for twelve months and can be purchased
by contacting sales@WildPackets.com.

WildPackets Academy

WildPackets Academy offers a structured educational curriculum centered on practical
applications of protocol analysistechniques. Introductory coursesin the basic concepts of
protocol analysis provide the foundation for afull range of advanced offeringsin
specialized topics. See www.wildpackets.com/services for afull course catalog, current
public course scheduling, web-delivered courses, and on-site course delivery information.
Network Analysis Courses

WP-100 Foundations of Network Protocol Analysis

WP-101 Network Troubleshooting Methods

WP-102 Emerging Ethernet Technologies: Vol P, Full Duplex, Gigabit, and Switching
WP-103 TCP/IP Protocol Analysis Methods

WP-104 Advanced TCP/IP Protocol Analysis

WP-105 AppleTak, AppleShare IR, and Mac OS/X Network Analysis

WP-106 Wireless LAN Administration
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About WildPackets, Inc.

Since 1990, WildPackets has built affordable and easy to use network analysis tools. Our
customers rely on WildPackets tools to help them design, maintain, troubleshoot, and
optimize their networks. For information about our company, its products and partners,
please see our website at www.wildpackets.com. See the WildPackets Academy site,
www.wildpackets.com/services, for information on courses and Professional Services
offerings. WildPackets Network Analysis Expert (NAX) Certification Program details
can be found at www.nax2000.com.

WildPackets, Inc.

1340 Treat Blvd.,Suite 500
Walnut Creek, CA 94597
925-937-3200
www.wildpackets.com
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